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Cloud Computing
• Cloud Computing is a paradigm of computing in which dynamically 

scalable (scale up and scale down) virtualized resources are 
provided as a service over the Internet.

• It is a paradigm where the boundaries of computing will be 
determined by economic rationale rather than technical limits. 

• Users need not have knowledge of, expertise in, or control over the 
technology infrastructure in the "cloud" that supports them.

• Users will use resources from a thin client running on desktop or 
mobile device in static or vehicular state

• The concept generally incorporates combinations of the following:
– Infrastructure as a service (IaaS)
– Platform as a service (PaaS)
– Software as a service (SaaS)
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Cloud Computing

Source: www.wikipedia.org
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Cloud Reference Model
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Ref: Security Guidance for Critical Areas of Focus in Cloud Computing, Prepared by the Cloud Security Alliance, April 2009
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Benefits of Cloud

• Unlimited Resource
– Unlimited Computing power

– Unlimited storage (Filestore & online memory) 

• Users can use resources without owning 
anything – converting Capex to Opex

• Helping Green computing by lending out 
idle resources through Cycle Scavenging

• Pay as you go
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Close Relatives of Cloud
• Utility computing - the "packaging of computing resources, 

such as computation and storage, as a metered service 
similar to a traditional public utility such as electricity"

• Autonomic computing - "computer systems capable of self-
management".

• Grid computing - "a form of distributed computing whereby a 
'super and virtual computer' is composed of a cluster of 
networked, loosely coupled computers, acting in concert to 
perform very large tasks". These grids could well be 
Processor Grids, Data Grids, or a combination of both. 

• Cloud computing is a combination of all these – deployments 
depend on grids, have autonomic characteristics, and bill like 
utilities Some successful cloud architectures have little or no 
centralized infrastructure or billing systems whatsoever, 
including peer-to-peer networks such as BitTorrent and 
Skype, and volunteer computing such as SETI@home.

Ref: Wikipedia – The Free Encyclopedia, www.wikipedia.org
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Attack Surface

• The attack surface of a software environment is 
scope of functionality that is available to any 
application user, particularly unauthenticated 
users.

• This includes, but is not limited to:
– User input fields
– Protocols
– Interfaces
– API
– Services

• Attack Surface of Cloud-enabled services are 
higher than conventional systems
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Security Challenges in Cloud

• Untrusted public network (e.g., internet)
• Sessionless HTTP protocol 
• Extensive usage of virtualization
• Often uses SOA architecture
• Often uses Web Services
• Multiple entry/exit points
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Security Risks in Cloud

• Application may have bugs
• These bugs may be discovered
• These known bugs can be exploited
• Exploitation of these bugs can be security 

attack
• Cloud access services through internet 

and mobile devices increasing with many 
API, entry/exit points increasing the 
security risks
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Attack Types

• Cause damage/steal the system
• Cause damage/steal assets the system 

handles
• Cause damage/steal the identity 

information
• Make the system unavailable (DoS)
• Cause damage to the reputation of the 

company
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Security-aware Software 
Development Life Cycle (SaSDLC)

• Security Requirement Analysis
– Step 1 – Functional Requirements using UML
– Step 2 – Identification of Assets
– Step 3 – Separation of Concerns
– Step 4 – Decision on Deployment and Interfaces
– Step 5 – Minimizing the Attack Surface
– Step 6 – Security Requirements
– Step 7 – Threat and Attack Tree
– Step 8 – Rating of Risks
– Step 9 – Decision on In-vivo Security versus In-vitro Security
– Step 10 – Nonfunctional to Functional Requirement
– Step 11 – Iterate

• Security Design
• Secure and Safe Construction/Programming
• Security Testing (Fuzz, Negative, Recovery, Ethical Hacking)
• Secure Deployment (Firewall, IPS, Malware Catcher, OVAL, NVD, AVDL)
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Deployment Diagram
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Misuse Case
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Threat Model
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Measuring Attack Surface

• Attack Surface = (AS)Input/Output + (AS)Protocol

+ (AS)Interface + (AS)API

• (AS)Input/Output = (� wi + � wo)/(m + n), 
– Where wi is the weightage for i-th input and 

can have total m inputs; and, wo is the o-th
output parameter that can be maximum n in 
number
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Attack Surface Reduction
• To reduce the attack surface, one needs to get answers to the 

following questions:
– Question 1. Is this feature (API) really necessary? Who are the users 

that need this feature? If this feature is not necessary to a majority of 
users, can it be hidden?

– Question 2. Is it necessary to offer this feature from remote location? If 
yes, determine from where and what type of access mechanism this
feature will be provided. Also, determine the type of networks the 
feature will be available from.

– Question 3. Who are the users that need to access this feature? 
Determine the legitimate users and a mechanism to validate them so 
that unauthorized users cannot access this feature.

– Question 4. What type of privilege does this feature need to provide the 
service? If it needs escalated privilege, determine how long it needs the 
escalated privilege for.

– Question 5. What are the interfaces this feature has with other services, 
interfaces, and protocols? If this feature crashes, what impact it will 
have on other services or the system as a whole.
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In-Vivo Vs In-vitro

• Identify these threats that can be included 
in the application (In-Vivo)
– Treat countermeasures of these threats as 

functional requirement and use standard UML

• These threats that cannot be handled 
within the application need to be handled 
outside (In-vitro)
– Network level
– Platform level
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Questions?

Email: asoke . talukder@saharanext .com

Thank you


